Abstract-This paper presents a new technique for optical image encryption based on chaotic Baker map and Double Random Phase Encoding (DRPE). This technique is implemented in two layers to enhance the security level of the classical DRPE. The first layer is a pre-processing layer, which is performed with the chaotic Baker map on the original image. In the second layer, the classical DRPE is utilized. Matlab simulation experiments show that the proposed technique enhances the security level of the DRPE, and at the same time has a better immunity to noise.
In the past decade, several optical encryption methods have been proposed. Among them, the most widely used and highly successful optical encryption scheme is the DPRE proposed by Refregier and Javidi [1] . This method uses two random phase masks, one in the input plane and the other in the Fourier plane, to encrypt the primary image into stationary white noise [1] , [2] .
Several optical encryption methods have also been presented in the literature depending on the DRPE concepts [1] [2] [3] [4] [5] [6] [7] . Some other methods are based on digital holography [8] , [9] , Fresnel domain [10] , [11] , multiplexing [12] , [13] , polarized light [14] , and interferometery [15] , [16] . It is important to mention here that the 2-D Discrete Fourier Transform (DFT) is essential to perform a large number of the optical encryption algorithms.
To meet the requirements of modern applications with high levels of security, DRPE with chaotic map pre-processing is proposed in this paper. The objective of the pre-processing layer is to increase the level of security. The rest of this paper is organized as follows. Section II gives an explanation of the DRPE. Section III gives an explanation of the chaotic Baker map used in the pre-processing step. Section IV discusses the proposed technique. Section V presents the simulation results with a discussion of the encryption quality metrics. Finally, Section VI gives the concluding remarks.
II. THE DRPE
The DRPE presented by Refregier and Javidi [1] is based on the modification of the spectral distribution of the image. Without any prior information about this spectral modification or the target image at the receiver, the image decoding cannot be done. The main idea of this approach, as shown in Fig. 1 , depends on inserting two encoding keys (random phase) in a setup called " ". The Setup is an optical system consisting of two cascaded lenses separated by two focal lengths as in Fig. 1 , with each of the input and output image planes one focal length outside the lens system from different directions (i.e., the total length is four focal lengths, hence " ").
The decryption process uses the same Fourier Random Phase Mask (RPM) as in the encryption process. The DRPE, when applied in a optical processor, requires the complex conjugate Fourier phase key to decrypt the image.
The DRPE consists mainly of three stages: 1. The first key, i.e., the RPM1, is multiplied by the target image to be encrypted. The resulting image should be displayed in the input plane of the " " setup and lighted with a parallel coherent light resulting from a Laser generator. This procedure introduces the first modification to the spectrum of the target image. 
The encryption process consists of multiplying the primary image by the first RPM . The result is then convolved with the function . The encrypted function is complex, with amplitude and phase, and is given by the following expression: (2) where the symbol ( ) denotes convolution. The encrypted function in (2) has a noise-like appearance that does not reveal the content of the primary image. Regarding the amplitude-coded primary image , (2) is a linear operation. In the decryption process, is Fourier transformed, multiplied by the complex conjugate of the second RPM that acts as a key, and then inverse Fourier transformed. As a result, the output is (3) whose absolute value turns out the decrypted image . The whole encryption-decryption method can be implemented either digitally or optically. The optical hardware can be the classical -processor shown in Fig. 1 [11] . In the encryption process, the -processor has the first RPM stuck to the primary image in the input plane and the second RPM in its Fourier plane. In the output plane, the encrypted function is recorded, in amplitude and phase, using holographic techniques. In the decryption process, the -processor has the encrypted function in the input plane and the key, that is the complex conjugate of the second RPM, in its Fourier plane. In the output plane, the decrypted image is recovered using an intensity-sensitive device such as a CCD camera.
Optical information can be hidden either in the complex-amplitude form or in the phase-only form or in the amplitude-only form. If the encrypted data are complex (amplitude and phase) functions, such as those described in the method originally proposed by Refregier and Javidi [1] , then there are some practical constraints to encode them. However, if the encrypted data can be either phase or amplitude only, then the recording and storage is easier.
The phase is often chosen to encode, convey, and retrieve information for many reasons such as higher efficiency, invisiblity to the naked eye, and more security than the amplitude. Towghi et al. [7] modified the linear encoding technique of the DRPE [1] by introducing a nonlinear (full-phase) encoding, for which a phase-only version of the primary image is encoded. Thus, the fully phase-encrypted image is given by the following equation: (4) and it can be generated either optically or electronically in a way similar to that described in (2) . The same optical setup shown in Fig. 1 is used for decryption, but in this case, the complex conjugate of both RPMs and , referred to as keys, are necessary for decryption. The Fourier phase key is placed in the Fourier plane, whereas the phase key is placed at the output plane of the optical processor. The phase-only version of the primary image is recovered in the spatial domain. The primary image can be visualized as an intensity distribution by extracting the phase of and dividing it by .
The simplicity and the ease of implementation of DRPE have made it very attractive, but it has some drawbacks emphasized in the literature [9] , [10] . Recently, the authors of [9] meticulously analyzed the DRPE and mentioned a large number of possible attacks. They also suggested few propositions to increase the encoding rate either with an increased number of keys or with the addition of another security layer. We adopt their second proposition in this paper.
III. CHAOTIC BAKER MAP
The chaotic Baker map is well-known to the image processing community as a tool of encryption. It is a permutation-based tool, which performs the randomization of a square matrix of dimensions by changing the pixel positions based on a secret key [12] . It assigns a pixel to another pixel position in a bijective manner. The disretized Baker map is denoted by , where the sequence of integers, is chosen such that each integer divides , and . The pixel at indices , with and is mapped to [12] , [13] :
This formula is implemented in the following steps [12] , [13] :
1. The square matrix is divided into rectangles of width and number of elements . 2. The elements in each rectangle are rearranged to a row in the permuted rectangle. Rectangles are taken from right to left beginning with upper rectangles, and then lower ones. 3. Inside each rectangle, the scan begins from the bottom left corner towards upper elements. Fig. 2 shows an example for the chaotic randomization of an (8 8) square matrix (i.e., ). The secret key .
IV. THE PROPOSED TECHNIQUE
The proposed technique is based on adding a pre-processing chaotic Baker map layer to allow for the randomization of the image pixels prior to optical encryption. This layer can be performed numerically to avoid the complexity of the all-optical implementation. The second layer is the classical DRPE. Figs. 3  and 4 show the encryption and decryption processes of the proposed technique, respectively.
With this proposed implementation, we can achieve the following gains:
1. Cracking or hacking the encrypted images becomes harder. Let us imagine the case when a hacker may crack the DRPE key, i.e., the second RPM, he still can not obtain the target image as it is protected by the first auxiliary key of the chaotic Baker map. 2. All acts of piracy on the encrypted image could affect the chaotic randomized pixels. In this case, we can easily notice if the received image has been intercepted or modified. 3. The proposed technique could also be used as a water-marketing technique. Some useful information can be hidden in the image prior to optical encryption. The encryption process is described mathematically as:
The decryption process is described as:
We can eliminate by taking the magnitude, and then perform chaotic Baker map deryption. 
A. Histogram Analysis
Histogram analysis of the decrypted and the original images has also been performed to validate the proposed method. For image encryption algorithms, the histogram of the encrypted image should be totally different from the histogram of the original image [14] . Fig. 7 shows the histograms of the encrypted images in Fig. 6 and their decrypted versions. It is clear from this figure that the histograms of the original and decrypted images are identical. It is also clear that the histograms of the encrypted images are different from that of the original image for the DRPE and the proposed technique.
B. Correlation Cofficient Analysis
The correlation coefficient between the original and the encrypted images has been used as a tool for encryption quality evaluation. The correlation coefficient is estimated as: (8) where and are gray-scale pixel values of the original and encrypted images. Table I shows the correlation coefficient values between the original image and the encrypted image for the DRPE and the proposed technique. The low correlation values reflect the strength of the encryption algorithm.
C. Maximum Deviation Analysis
The maximum deviation measures the quality of encryption in terms of how it maximizes the deviation between the original and the encrypted images. The steps of calculating this metric are:
1. Count the number of pixels for each gray-scale value in the range of 0 to 255 and present the results graphically for both the original and encrypted images (i.e.,; get their histogram distributions). 2. Compute the absolute difference or deviation between the two curves and represent it, graphically. 3. Estimate the area under the absolute difference curve, which is the sum of deviations. Of course, the higher the estimated value, the more the encrypted image is deviated from the original image. Table II shows the maximum deviation metric values for the DRPE and the proposed technique for different images. The results are in favor of the proposed technique for the Girl and the Plane images.
D. Irregular Deviation Analysis
This analysis is based on how much the deviation caused by encryption on the encrypted image is irregular. It gives an attention to each individual pixel value and the deviation caused at every pixel position of the input image before getting the histogram, which does not preserve any information about the positions of the pixels. To evaluate this metric, we follow the steps: 1. Construct the ' ' matrix, which represents the absolute values of the difference between pixel values at the same position before and after encryption. So, can be represented as: (9) 2. Construct the histogram distribution ' ' of the matrix . 3. Get the average value of this histogram as:
4. Subtract this average from the deviation histogram, and then take the absolute value of the result to obtain a modified histogram. 
The lower the value of , the better the encryption quality [14] . 
E. Noise Immunity
To evaluate the reliability of an encryption technique, the Mean Square Error (MSE) between the decrypted and original images is calculated. It is defined as: (13) where and are the image dimensions. and represent the original and the decrypted images, respectively. The Peak Signal-to-Noise Ratio is estimated from the MSE as follows: (14) A comparison between the original image and the decrypted image in the PSNR in the presence of Additive White Gaussian Noise (AWGN) before decryption is presented in Fig. 8 and Table IV . From this table, we notice that the proposed technique is more immune to noise than the DRPE, which makes it a good candidate for communication applications.
F. Time Analysis
The processing time is the time required to encrypt/decrypt data. The smaller the processing time, the higher the speed of encryption. We have tested the DRPE and proposed technique and estimated the decryption time as both the encryption and decryption processes have approximately the same time. The results are shown in Table V . It is clear from this table that the complexity resulting from adding the chaotic Baker map randomization layer is slight. 
VI. CONCLUSION
In this paper, an encryption technique based on chaotic Baker map and the DRPE has been presented. The chaotic Baker map is used as a pre-processing layer to increase the security level. The implementation of the proposed technique is simple, and achieves good permutation and diffusion mechanisms in a reasonable time with large immunity to noise, which is a required property for communication applications.
